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Industry 4.0 and the Internet of Connected Things
Wireless connectivity, cloud computing, sensor technology, big data analytics, machine learning and AI are 

all combining to enable the fourth Industrial Revolution – Industry 4.0 and the Industrial Internet of Things.

Industries have opportunities to innovate and change – adopting technology in new ways to automate, 

improve efficiency, do new things that weren’t previously possible and enable new business models.

Technology and Cellular IoT presents different opportunities to each industry and their supply chains 

and vendors. Success hinges on adoption of new technology, ideas and innovation – leading to new 

partnerships and collaboration between players in the ecosystem.

Connectivity Challenges
Cellular connectivity is not perfect. There are 

coverage gaps and there can be data performance 

variability. For human users, poor connectivity can 

lead to bad quality of experience and dissatisfied 

customers. For Industrial IoT applications, it can 

mean missing or delayed data, reduced application 

performance or applications stopping completely.

As applications become more widely used and/or 

more mission critical, the costs and consequences of 

getting it wrong are high.

Most of us are familiar with the concept of cellular 

coverage and bars of service. If there are few or no 

bars, then wireless applications won’t work well or – 

with no coverage – at all.

What’s less understood and less predictable is 

what happens when lots of applications compete 

to use the network at the same time and place. The 

network gets overloaded and data performance 

is impacted – slower throughput means slower 

application responsiveness or, in applications like 

video, insufficient data causing the video to freeze.

Industry 4.0 applications and Industrial IoT involve 

a broad range of applications and use cases—from 

massive volume, low cost sensor deployments 

with occasional connectivity needs to highly 

sophisticated automation of critical tasks and 

functions requiring uninterrupted high-performance 

connectivity. Different industries and applications 

therefore face different challenges, and new 

approaches are necessary to address them.

Smart grid

Massive IoT Critical IoT

Smart
building

Remote
health care

Remote
manufacturing,

training,
surgery

Tra�c safety
and control

Capillary networks Smart
agriculture

Low cost, low energy,
small data volumes,
massive numbers

Ultra reliable,
very low latency,

very high availability

Smart
metering automation

Industrial application
and control

Logistics, tracking and
fleet management

CONNECTIVITY NEEDS VARY BY APPLICATION

Source: Ericsson

2



Addressing Connectivity 
Challenges Across the Industrial 
Application Lifecycle

Connectivity Readiness: 
Application Planning and Deployment

During application development and planning it is 

important to consider the connectivity requirements 

of applications and to compare them with the 

connectivity that is available (and is projected to 

be available) both in terms of coverage and data 

performance/capacity.

 • At the Massive IoT end of the scale this involves 

finding cost effective and practical ways of 

validating coverage and connectivity at intended 

locations

 • At the Mission Critical IoT end of the scale this 

involves understanding the data performance 

needed for satisfactory application performance 

– and if appropriate establishing design criteria 

to increase resilience. Secondly, it involves 

either selecting a connectivity provider, or as is 

the case for many industries, deploying a private 

network.

Uninterrupted Operations: Monitoring 
and Optimization

Once applications are launched and in-service, 

focus shifts to ensuring performance as intended 

and continuous delivery of intended business 

value. This involves monitoring connectivity 

performance over time, location and mobility 

– from the application perspective – to enable 

prompt or proactive identification of connectivity 

degradation or interruption. The first challenge 

is identifying if there are issues, followed by 

categorizing the cause - whether it be application, 

connectivity or backend/host – to enable repair.

Mission Critical Applications: 
Performance Assurance

Where mission critical application performance 

requires always on connectivity or depends on 

data performance (high throughput and/or low 

latency), connectivity monitoring data can be 

used to provide predictive insights into possible 

performance issues, times and locations. This is 

predictive connectivity – a new and evolving area 

of focus and development – enabling applications 

to “Know in advance” of impending connectivity 

issues and to take proactive actions accordingly.
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Infovista Solutions for Industry 4.0
As industry 4.0 progresses and different industry verticals adopt connected IoT and automation, Infovista 

solutions are being increasingly used to plan, design, deploy and operate applications. Planet enables 

industries to plan and optimize RF coverage for private LTE and 5G indoor and outdoor deployments. 

TEMS™ for Industry 4.0 enables industries leveraging wirelessly connected applications for automation, 

remote control and Industrial IoT to measure and track connectivity and provides visibility into factors that 

affect application performance.

Industry is leveraging the same planning, testing and monitoring expertise that network operators have relied 

on across 2G, 3G, 4G and now 5G to ensure consistent and trusted connectivity performance and visibility.

Planet is a reliable, award-winning RF network 

planning and optimization software used by 

most mobile operators, equipment vendors and 

engineering services companies for RF planning, 

optimization, and automation of design activities 

across 2G, 3G, 4G and 5G access technologies. It 

addresses every stage of the network deployment 

lifecycle, from strategic planning to network 

design and management, as well as RF network 

optimization including small cells rollout for private 

and heterogeneous networks deployed indoor and/

or outdoor.

By offering state-of-the-art prediction modeling 

accuracy and built-in automated design capabilities, 

Planet allow industries to improve radio network 

design quality and roll out radio networks faster to 

ultimately excellent network connectivity for the 

Industry Internet of Things and dramatically improve 

CAPEX and OPEX efficiency.

Leveraging the strengths of the Infovista portfolio, 

Planet also offers live planning functions by 

integrating access to TEMS testing measurements, 

live data such as highly accurate geolocated call 

traces, temporal selections of network performance 

data as well as live network configuration and 

parameters – allowing full visibility on live 

performance, easy RF troubleshooting and efficient 

optimization or re-tuning processes.

Fully integrated with the de facto industry standard 

solution for in-building wireless design, iBwave 

Design Enterprise, Planet allows an RF engineer 

to seamlessly design networks for typical Industry 

surroundings having a mixed of indoor and outdoor 

elements and offers a unique clear understanding 

of the interaction between the two environments.

Better network design practices are generating 

long-lasting benefits in terms of quality of 

service and robust network connectivity. Planet 

is a wireless network planning and optimization 

software that offers the ability to design better 

networks for Industry through quality engineering 

solutions for the networks of today and tomorrow.

Planet – RF Planning for Private Networks
Many industries are turning to Private LTE or 5G networks for enhanced wireless performance and reliability. 

These networks are designed for mobility and guaranteed QoS to support a broad range of use cases.

Many governments are now making spectrum available – enabling companies to deploy their own on-site 

or on-premise networks. Ensuring required coverage and performance necessitates good RF planning and 

network design and optimization.
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TEMS™ for Industry 4.0
The TEMS™ portfolio of network testing and monitoring solutions allows you to optimize cellular network 

quality and application performance by measuring end user experience. TEMS™ delivers the ability to walk 

test, drive test, and dynamically analyze service performance under real-life conditions—indoors, outdoors, 

and around the clock.
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(Visibility)
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TEMS™ SOLUTIONS FOR INDUSTRY 4.0 CONNECTIVITY TESTING AND MONITORING

TEMS solutions are used for:

• LTE and 5G network acceptance testing, optimization and troubleshooting

• Private LTE/5G

• Cellular IoT pre-deployment connectivity assessment

• On-board connectivity monitoring
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Different testing methodologies are supported for different applications and use cases.

Radio Information

Layer 3 Messaging

RF Metrics
�  Network
�  Signal
�  Interference
�  Coverage

SIP Messaging

ExperienceSignaling 
Interaction with 
the Network
�  Events
�  KPI’s
    (Calculated - e.g.
    time between events)

IMS Layer 
Messaging
�  Applications
�  Services

Application Services

Testing, Monitoring and Visibility into
�  user experience - service or data performance
�  underlying network/modem signaling and performance

CAPTURED AND EXTRACTED INFORMATION

�  Collecting data from test devices as they are idle or being used by other applications
�  Detailed traces – network and device perspective
�  Observed data and service performance

Passive Monitoring

�  Creating specific activity on the test devices and capturing the outcomes 
�  User or service experience perspective
�  Detailed traces – network and device perspective

Active Testing

WIRELESS TESTING METHODOLOGIES

A comprehensive range of information elements are captured and extracted.

This aids in connectivity coverage validation, data performance and end-to-end connectivity and enables 

connectivity validation, problem identification and investigation.

Wireless network operators typically undertake active testing
Active testing however creates cellular activity charges – so non operators typically focus on passive monitoring
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TEMS™ Network Testing and 
Monitoring Solutions

The TEMS™ portfolio includes solutions for device-

based handheld and drive testing and analysis – 

with a focus on active testing for measuring service 

and data performance and passive monitoring for 

radio coverage measurement.

These solutions deliver comprehensive data 
collection and analysis for 2G, 3G, 4G and 5G 
Cellular networks and for Cellular IoT.

Data Collection

Real-time Orchestration and Analytics
TEMS™ Director, TEMS™ Discovery

TEMS™ Investigation
Engineering Solution

TEMS™ Pocket
Engineering and
Indoor Solution

TEMS™ Paragon
Driver Solution and

Benchmarking

TEMS™ Sense
Unattended Network,

Service Testing and Monitoring

Manual Automated

Assisted

TEMS™ PORTFOLIO FOR CONNECTIVITY TESTING AND MONITORING

TEMS™ Investigation, our market-leading end-

to-end network testing solution, allows you 

to test every new function and feature in your 

network. This allows you to better understand 

Customer Experience and to verify, optimize and 

troubleshoot your cellular network. Through our 

close cooperation with equipment vendors, chipset 

manufacturers and device vendors we are able to 

use all major new devices. This allows us to quickly 

provide in-depth subscriber (QoE) and the network 

(QoS) insights to enable you to make better 

network investment choices.

Whether you are rolling out a new network 

technology such as LTE or 5G, implementing a 

new network service like NB-IoT, or optimizing 

an existing mobile infrastructure, TEMS™ 

Investigation gets the job done right the first time. 

When integrated with TEMS™ Director, TEMS™ 

Investigation becomes a key component of your 

mobile network testing software.
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TEMS™ Pocket is our premium portable mobile 

application network testing solution with support 

for scanners and several LTE, 5G and IoT devices. 

TEMS™ Pocket allows you to verify, optimize and 

troubleshoot your mobile network in environments 

requiring portability, such as malls, stadiums, 

offices, factories, ports and other large venues. Its 

advanced testing capabilities, including the ability 

to support multiple devices and a scanner, provides 

the subscriber (QoE) and the network (QoS) 

actionable insights to improve your subscribers’ 

mobile experience. 

With over 80% of all mobile data traffic occurring indoors, TEMS™ Pocket lets you plan and optimize your 

indoor and small cells investments with great efficiency. When integrated with TEMS™ Director, TEMS™ 

Pocket becomes a key component of your mobile network testing platform.

TEMS™ Sense ensures that no subscriber gets left 

behind. Deploying TEMS™ Sense wireless network 

performance monitoring maximizes your lifetime 

customer value. Your mobile subscribers rely on 

high quality, uninterrupted services. To maintain 

first rate service, even during network upgrades, 

you need to continuously monitor your network 

performance end-to-end. Staying proactive means 

staying ahead of potential issues.

With our powerful network testing and 

measurement software, TEMS™ Sense, you 

can implement automated, remote monitoring of service performance from a variety of locations. Using 

comprehensive active service testing capabilities, TEMS™ Sense provides you with complete end-to-end 

service performance visibility so you can avoid potential issues and give your subscribers the quality they 

deserve.

TEMS™ Paragon is our premiere drive test system, 

optimized for large outdoor Private LTE network 

projects deployed in industries such as Mining, Port 

or Public Safety and Defense. TEMS™ Paragon is a 

ruggedized, automated, easily operated solution 

through which, the RF Engineering Team is able to 

monitor the private LTE Network and address the 

concerns by:

• Collecting scanning data for coverage validation 

vs designed coverage.

• Validating UE performance, ensure uplink and downlink throughput meet designed targets, ie >5mb/s in 95% 

of the Private Network area. 

• RF diagnostic data for optimization – overshooting cells, mismatched parameters, CQI being assigned 

correctly for different service classes.
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Fully integrated with TEMS™ Director, it provides 
you with innovative scripting engine, remote device 
control capability, turn-by-turn navigation and 
innovative technologies to reduce your operational 
costs and improve the quality of your results.

TEMS™ Director is a web-based service that allows 
you to remotely control and manage a fleet of 
TEMS™ probes. In addition, it links the data collected 
by these probes with thresholds deciding what tests 
need to be performed. Our network performance 
management software helps you decide which work 
orders should be executed by each probe, and 
which routes should be driven to collect sufficient 
data. In the long run, this allows you to better 
manage your team, improving their efficiency and 
reducing the need for highly skilled individuals.

TEMS™ Director helps you improve overall 
efficiency, increase productivity, and reduce 
operational costs. It is an all-in-one solution for 
remote management and monitoring of a variety of 
mobile and/or fixed test probes, as well as real-time 
data analytics and reporting.

TEMS™ Solution for On-Board 
Connectivity Monitoring

Overview

TEMS™ on-board monitoring solutions have been 
designed to provide connected application providers 
with the visibility and data they need to understand 
wireless connectivity performance across a deployed 
application population.

Testing, monitoring and some data analysis is 
remotely controlled and performed close to the 
wireless modem. Results data is uploaded and can be 
used for monitoring and alerting as well as feeding a 
data lake for more comprehensive ongoing analytics, 
diagnostics and predictive connectivity.

On-Board Monitoring Agent:

The on-board monitoring agent is a software client 
that is typically hosted near the wireless modem in 
the Cellular IoT device. The agent test and monitor 
network performance and availability as well as 
modem performance and connectivity utilization by 
“connected” applications.

The monitoring goal is providing visibility – to 
identify and report on connectivity issues – 
coverage and data performance, application issues 
and modem issues – that impact connectivity and/or 
interaction with the network.

Functions include:

 • Active testing: performing tests by creating 
measured activity or actions over the wireless 
connection for the purpose of measuring 
and monitoring wireless data and service 
performance and availability.

• Monitoring: the ability to monitor the wireless 
connection – capturing, parsing, filtering and 
reporting detailed radio messages and events as 
well as calculating and reporting radio performance 
KPI’s.

• Analytics: monitoring for specific messages or events 
and capturing surrounding or associated data.

• Alerting: to the occurrence of specific events (or 
multiple occurrences of events) or failures and fault 
conditions

CloudOn-board Agent

Report
�  Display
�  Alert

Alert
�  Ping
�  Message

Log and Count
�  Retain for period
�  Alert trigger logic

Monitor
Detect/Analyze

�  Activity
�  Events
�  Errors

Monitor / Log / Alert

Analyze/Report
Active Test

�  Tests or monitoring
�  Schedule
�  Load results

Analyze/Report
Investigate

�  Request logs
�  Suppress repeat alerts

Upload Logs

Investigate

SUPPORTING WORKFLOWS FOR MONITORING AND PROBLEM INVESTIGATION
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In-Cloud Central Administration System

The central administration system which is architected for cloud hosting and scaling is used to:

• Remotely manage and configure a population of on-board monitoring agents

• Receive and process alerts and collected data uploads

• Deliver reporting and analytics

Central System functionality:

• On-board client monitoring and management: 
monitoring to confirm that Cellular IoT devices and 
Cellular IoT Gateway agents are contactable and 
functioning (heartbeat). 

• Over the air upgrade administration: providing 
configuration and OTA software upgrades as 
needed.

• Test and monitoring configuration and 
management: remote/ centralized configuration of 
agent test and monitoring profiles. 

• Data upload and storage: data upload 
management from a population of onboard 
agents. Data parsing, post processing and KPI 
calculation

• Analytics and visualization: Browser accessed 
Analysis, dashboards, reports.

• Data export: Data formatting and transfer to 
external solutions and data lakes.

Infovista Client

�  Monitor
�  Capture
�  Analyze
�  Alert
�  Log
�  Report
�  Active Test
�  Active Modem Control

Alerts, Logs

Modem Cellular Network
3rd Party Connectivity

Cloud Platform

Cloud Hosted
Backend

�  Manage
      �  Monitoring
      �  Alert Conditions
      �  Active Testing
�  Receive Alerts
�  Receive Logs
�  Analyze
�  Alert
�  Report

Configure, Control

More questions
To find out more about how Infovista can help industries leveraging connectivity for IoT and automation 

deliver real-world benefits, please contact us at www.infovista.com.

ON-BOARD CONNECTIVITY MONITORING SOLUTION ARCHITECTURE
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Infovista, the leader in modern network performance, provides complete visibility and unprecedented control 
to deliver brilliant experiences and maximum value with your network and applications. At the core of our 
approach are data and analytics, to give you real-time insights and make critical business decisions. Infovista 
offers a comprehensive line of solutions from radio network to enterprise to device throughout the lifecycle 
of your network. No other provider has this completeness of vision. Network operators worldwide depend on 
Infovista to deliver on the potential of their networks and applications to exceed user expectations every day. 
Know your network with Infovista.
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